
Some scam messages can look very real. Watch for 

these signs that someone is trying to trick you:

Discover Online Safety Work Sheet

Spot the signs of a scam

Not all scam emails will have all of these signs. Any one 

of them is a sign that you should be suspicious.

What should you do if you think a message like this might be 

real? Go to the real website and log in there. If there’s anything 

wrong with your account, you should be able to see it.

They don’t use 
your name. 

If the email starts 
with something like 
“Dear customer,” be 
suspicious.

It’s sent to the 
wrong email.

If you signed up for 
something with your 
Gmail account but get an 
email sent to your Outlook 
account, it’s probably a scam.

They don’t have the 
right email address.

An email from Rogers 
should have a Rogers.com 
email address. Anything 
else is a clue this might 
be fake.

They want you to open 
an attachment or 
download a file. 

Doing this can put malware 
(like viruses) on your computer. 

They want you to follow a link 
to log in.

This is a way of getting your login 
information or your credit cards. 
A real email will tell you to go 
to the website and log in there.

They want you to send 
them your login or your 
personal information.

Reliable companies never 
do this.

They try to scare you into 
doing something right now. 

Scam messages often tell you 
that something bad will happen if 
you don’t follow their instructions 
right away.
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Now see how many of those signs you can spot in this email:

©MediaSmarts 2019 Page 2 of 2


