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Welcome to our session on discovering online safety.

We’'re going to have some time for questions at the end, but I'd
also like to invite you to just raise your hand any time you have
a question along the way.

Before we get started, I'd like you to think for a minute about
what you’re hoping to get from this workshop.

You don’t have to answer out loud. Just think about these
questions-

What are some things you like to do?
What are some things that you wish you could do?

How do you think the internet could help you do those things?

It’s not news that the internet can make it a lot easier to do
things like watch TV and movies, keep in touch with friends
and family, and find important information. More and more, you
need to use the internet to get government services or apply
for a job.

But a lot of people are nervous about using the internet. There
are things to be careful about: identify theft, computer viruses,
scams and other problems.

The good news is that you can protect yourself from most of
these risks with just a few simple steps.

At the end of this workshop, you will know how to...
Make a strong password that you can remember.
Safely get new apps and programs for your devices.

And learn to recognize the most common ways that people try
to cheat you on the internet.

Before we get started, let’s do a quick poll to find out how
much you already know.

You can answer the first question by raising your hand --
how many people here are using devices, such as phones or
computers, that you brought with you?
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How many people are using devices that you haven’t used
before?

If you’ve got a device you already know how to use, start it up
and use your browser to go to the website on the screen. A
browser is an app or program that lets you visit web pages.

Once you’re there you can do the poll. It should only take a few
minutes.

If you haven’t used your device before, look for one of these
browser symbols you see on the screen. Then you can put in
the web address to go to the poll.

I'll come around and help make sure everyone is able to get to
the poll. If you finish ahead of other people, you can help one of
your neighbours.

The most important step you can take to protect yourself is
to make sure that only you can use your devices and your
accounts.

Phones, tablets and some computers are usually locked with a
PIN. That’s a code - usually numbers - that you have to enter to
use the device.

Most devices, though, aren’t PIN-locked unless you turn that on.
That should be one of the first things you do when you get a
new device, or anyone who picks it up can see anything that’s
on it.

How many people here already use some kind of PIN-lock for
their devices?

On Apple devices like iPhones, tap Settings and then “Face ID
and Passcode.” (“Passcode” is their word for PIN.) It’ll ask you
to set a PIN with six numbers, but you can also choose to do a
shorter one or one that includes letters.
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On Android devices, tap Settings and then scroll down to “Lock
Screen and Security.”

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Then tap “Screen Lock Type”,

And then pick the type of lock you want - a PIN, a password, or
a pattern that you draw on the screen.

It doesn’t matter too much which one of those you choose, so
long as you lock your device in some way.

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Now let’s talk about passwords.

How many people feel like they know what makes a password
good or bad?

How many people have trouble thinking of passwords
for different accounts? How many people have trouble
remembering passwords?

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Unlike devices, if you want to use email or social networks like
Facebook, you’ll need to make a password.

Because of that, you sometimes don’t have a lot of time to
think of a password. That’s why a lot of people use passwords
that aren’t safe.

Here are some of the most common passwords used in 2018:
123456

Password

QWERTY (that’s the first six keys on the top row of a keyboard)
mn

lloveyou

Other times, people use passwords that anybody who knows
you can guess - your middle name or your date of birth, for
example.
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But even if you’re not using one of the most common
passwords, and your password isn’t something that people
could easily guess, there is a difference between weak and
strong passwords.

What makes a password strong comes down to three things.
First, it isn’t just one thing - just numbers or just letters.
Second, it isn’t based on a single word.

Third, you don’t use it on more than one site.

After trying the most common passwords, most would-be
“hackers” (people who break into other people’s systems or
accounts) use a program that tries every possible password.
Because they’re computer programs, they can do this very
quickly. Having a mix of letters, numbers and other things like
punctuation marks can slow that down a lot.

You can start with a regular word and replace some of the
letters with numbers or other characters, like here.

If you can, use a mix of upper and lower-case (small and
capital) letters as well. Don’t always put the capital letter at the
beginning!

Programs that try to guess passwords often run through the
whole dictionary, so even if you’'ve changed a few letters into
numbers or characters they can still guess it.

To help with that, make a phrase with your word - turn
“bananas” into “bananas are yellow” or “l like bananas,” for
example. (Most passwords don’t allow spaces, so you'll just
keep the words together.)

Then replace some letters in the new words with numbers or
other characters.

Finally, you don’t want to use the same password on more than
one site. A lot of the time it’s sites themselves that get hacked,
not people’s accounts, so hackers can get at even a strong
password.

The problem is remembering different passwords for different
sites. One easy way to do that is just to add the first and

last letter of the site to the password. For example, for your
Facebook account you’d put F before the password and K after.
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after.

You don’t have to use this method exactly. You can put the
letters in the middle, or reverse them, or whatever you like, so
long as it’s a pattern you’ll remember.

You can use this method for every password except for your
email. Because you use your email address to sign up for most
of your other accounts, it’s the one that is the most important
to keep private. You can use the same method to come up with
a password, but make sure it’s a totally different one from all
your other accounts.

You still only need to remember two passwords - the one that
you use for your email address, and the other one that you
change slightly for each of your other accounts.

Another option is to use a password manager. This is a program
that you use to handle your passwords for different accounts.

It creates a different, almost unbreakable password for each
account and then handles logging in to them for you.

One popular password manager that has a free basic version is
LastPass.

Password managers can be useful, but they only solve the
problem of having different passwords for different accounts.
You still need to make sure you have a strong password for the
password manager, because anyone who can log into it can log
into all of your accounts.

Let’s do a quick quiz to check that you understood everything
we just covered.

It’ll work the same way as the poll you did a few minutes ago.
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Let’s try making some good passwords.

Think of a word and write it down on the Password Builder
worksheet.

Now replace some of the letters with numbers or other
characters.

Now make a phrase with the word, and change around some of
the new letters.

'l come around and help anyone who’s having problems.

Now turn the paper over. We’'ll check back in a little bit to see if
you can remember it!

Most computers, smartphones and tablets come with a lot

of apps already installed, but you may want to get new ones.
Someone in your family may be using a new social network like
Instagram that you want to join, for example, or there may be a
new game that your kids want to play.

An app is a program that you can use on a phone or tablet.
A lot of things that you would do through a browser on a
computer, like watching Netflix or using a social network like
Facebook, you usually do with an app on a phone or tablet.

To use an app that’s not already on your device you have to
download it. That means you make a copy of it on your device.

You can also download other things like photos, videos or
music files. Those can come from websites, from texts or
emails, or other kinds of messages that people send you.

Because downloading puts something new on your computer,
it can be risky. If something you download isn’t what you think
it is, you might end up letting someone put malware on your
computer.

Malware means programs that make your device do things

you don’t want it to do. Some kinds of malware are computer
viruses, which use your computer to send copies of themselves
to other computers, and spyware, which watches what you

do online and sends that information to the people who made
it. That can let them get into things like your bank account or
other online accounts.
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To be safe, never download anything from an email, text or
other message that you didn’t ask for.

When you’re using a browser, only download from websites you
know you can trust.

You should also make sure the web address starts withhttp

s (watch for the “s” at the end) and has this padlock symbol in
the address bar. That means that nobody else can see what you
send to the site or that the site sends to you.

When you’re using a phone or tablet, make sure to only
download apps from the official store. For Apple devices like
iPhones that means the App Store. Apps for Android devices
should be downloaded from the Play Store.

Your device should come with one of those apps already on it.

If you hear about an app, go to the App Store or Play Store and
search for it there.

Remember that a lot of apps don’t cost anything to download
but you may have to pay to get the full version. Some others
make you watch ads to use them or try to get you to buy extra
things while you’re using them. Make sure to read what it says
on the store page for that app about costs and payments.

You may have to give your credit card information when you
start an App Store or Play Store account. You shouldn’t be
charged for anything unless you buy an app, or unless you buy
something inside an app.

To be safe, don’t download apps while using public WiFi, like at
a library or coffee shop.

Both app stores also let users rate apps, so you can check out
what other people have said about an app too.

On an iPhone or iPad, tap the App Store icon on your screen to
start.

If you haven’t used it before, you’ll need to make an App Store
account.
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Now you can search for the app. You might look for the app or
for what you want the app to do. (For example, you might type
“weather” to find a weather app.

When you see the different choices, tap on whichever one
interests you.

Now you’ll see information about the app. If it’s free you can
download it by tapping Get. If it costs money tap on the price.
After that you’ll need to confirm that you want to buy it.

Once the app has downloaded, it will have its own symbol on
your home screen.

In the Google Play Store you can either search for a specific
app or browse by topic.

Now tap on any app that interests you. If you decide to
download it you can tap Install if it’s free, or tap the price if it
costs money.

An icon for it will appear on the last page on your phone.

Some apps look safe at first, but ask you to give them personal
details that they don’t need. Don’t enter personal information
that the app doesn’t need to work, and uninstall (remove) an
app that makes you do that to use it.

If an app asks you to let it do something strange with your
phone, like make phone calls or use your camera when there’s
no good reason for it to, say no and uninstall it.

To uninstall apps from an Android device, touch the app’s icon
and hold your finger on it until the Uninstall option appears. Tap
it to uninstall.

On an iPhone, tap and press the icon until an X appears at the
upper left corner. Tap the X and then tap Delete in the new
window that appears. (On the most recent iPhones, the Delete
App option will appear any time you touch and hold an app’s
icon.)
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Another thing to watch out for with apps is how much data
they use. Data is what lets you use the internet on your
smartphone and costs money to use.

If you only use WiFi that’s not as big a deal - though things like
videos can still make you go past your data limit.

If you use data, though, it will cost you money when you
download an app and any time that app updates. A lot of apps
also use data when they’re on, by sending video, photos, music,
and so on. Even a weather app will send and receive data to
tell the app where you are and to send information about the
weather to your device.

To see how much data you’re using on either an Apple or
Android device, start by tapping Settings. On an iPhone or iPad
tap Cellular next. From here you can set certain apps to not use
data unless you approve it by sliding any of these switches to
the left.

On an Android device, tap Data Usage. From there you can turn
data on or off and set it to let you know any time an app wants
to use data.

Let’s do another quick quiz to make sure you caught all that.

Let’s try finding some apps that will help you do useful things.

If you’re using a phone or tablet, open the Play Store or

App Store. If you’re using a Windows computer, go to the
Microsoft store (the web address at the top). If you’re using a
Chromebook go to the Chrome web store.

Now see if you can find three apps that you might like to use:
An app for your local public library.
An app that will give you a weather forecast.

And an app that will help you plan meals for yourself or your
family.

'l come around and help anyone who’s having problems.

Now turn to the person next to you and talk about your
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experience. How easy was it? How many different choices did
you have for each app? What could you learn about each app
that might help you decide if it was right for you?

Another thing that worries a lot of people when they go online
is getting caught by scams. By “scams” | mean when people
try to trick you into giving them money or your personal
information.

There are a lot of scams out there, and they can cost you a lot
of money if you believe them.

Luckily, knowing what to watch out for can help you spot
almost any online scam.

There are two main things that scammers try to get from you.
Either they want you to send them money, or they want your
personal information. A lot of times they’ll want you to send
your bank account or credit card information so they can get
money from you, or your password to your email or social
network accounts so that they can pretend to be you.

Scams can come to you in different ways.

A lot of them come through email - so be suspicious of email
that comes from someone you don’t know. The same is true of
text messages or messages on social networks like Twitter.

Sometimes, though, scammers will pretend to be someone
you do know. Someone you know might also have downloaded
malware that makes their computer send fake messages.

One popular scam that takes advantage of this is when you
get a message from someone you know saying that they are

in trouble and need money right away. Don’t answer these
messages - if you think the person you know might really be in
trouble, contact them another way to find out.

Scammers also sometimes pretend to be places where you
have an account, like your bank or your internet provider.

Some of the signs that a message is a scam are if they’re asking
you to send any of that kind of information, if they’re asking
you to follow a link (that leads from one website to another)
rather than go to their website on your own, or if they’re trying
to scare you by suggesting that you owe money or that one of
your accounts is about to be closed.

DISCOVER ONLINE SAFETY WORKSHOP SCRIPT 1
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Don’t ever click on a link that’s inside a message from a bank,
Revenue Canada, your internet provider or anyone else like that.

Instead, go to the real website and check there, or call them on
the phone to find out if there really is a problem.

Sometimes scammers try to trick you by making you think they
will give you money. You might get a message telling you that
you have a tax refund, that you’ve won the lottery, or that you
might be able to be part of a business deal.

Sometimes, like in the example here, they just want you to click
on the link so that they can either get your personal information
or download malware onto your computer.

No matter what, remember that “there’s no such thing as a free
lunch.” If you get a message like this, just delete it.

If you think there’s a chance it might be true, go to the real
website or call them on the phone. (Don’t use a phone number
or web address from that message - look it up.)

One of the most common types of scam is called “phishing.”
That’s when the scammers are trying to get you to give them
information about your bank accounts or other accounts.

Here’s an example of a recent scam that actually appears as a
web page that opens without you trying to open it. As you can
see, it’s an example of the “money for nothing” scam because
it’s telling you that you can enter a draw to win a tablet or
smartphone.

If you’re not actually a Rogers customer then you already know
it’s a scam. If you are, though, how can you find out?

First you’ll want to take a look at the web address and you’ll see
that it looks a bit strange. Not Rogers dot com or Rogers dot
see eh, which you might expect, but ca dash rogers dash phone
dot com.

If you want to double-check, you can go to Google and do a
search for Rogers (or look for the web address on one of your
bills).
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Now you’ll see that it is Rogers dot com, not the address you
saw before.

If you go to the real Rogers site, you’ll find that there’s nothing
there about the contest.

Remember that on the internet it’s pretty easy to make a fake
website that looks a lot like the real one, but it’s a lot harder to
fake a web address.

Another thing you can do is to search for what the message is
promising you.

If we do a search for Rogers and reward program, for example,
the top result is a post warning us about the scam.

If we do the same search and add the word “scam” we get an
even clearer message that this is a scam -

and if we follow one of those links we’ll see a message from
Rogers warning us about the scam.

One last kind of scam that doesn’t directly involve money is
identity theft. That’s when somebody pretends to be you so
they can register for online accounts or take out a credit card in
your name.

Identity theft usually happens because people have shared
enough information about themselves that scammers who
collect it can pretend to be them.

To keep that from happening, don’t ever share any of these in a
public space online, like a social network post:

Your full name (including middle names)

Your full date of birth (including the year)
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Your Social Insurance Number

Your mother’s maiden name (a lot of people use that as a
security question)

Your credit card information

And your driver’s licence or passport number

48. Now let’s take a look at the worksheet “Spot the Signs of a
TRy Scam.”

{}:? Spot the signs

B [Read the first page of the worksheet.]

Take a look at the email on the second page and see how many
of those signs you can find.

Now turn to the person next to you and compare notes. Did
you find the same things?

49, Let’s take a look at those signs.

T"EJ T [Get feedback from participants - if they spot all of the signs,

look at those

(5 Sl there’s no need to read the text below.]

First, you can see that the email is designed to make you scared
that your subscription is about to be canceled. That isn’t a sure
sign by itself - they would send you an email if that was going
to happen - but it’s a reason to be suspicious, especially if you
don’t have any reason to think there’s a problem.

Next, look at the “From” address: an email from Netflix should
come from an address that ends in Netflix.com. This one - from
info@ixambee.com - looks like a scam.

Finally, you can see that big “Restart Membership” button they
want you to click on. That won’t take you to Netflix, but to a
website that wants to get your credit card info.

50. Now, remember that password you came up with a little while
ago? Take a minute to see if you can remember it.

Now turn the paper over and see if you were right.
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51. One of the most common reasons that people sometimes
don’t want to use the internet is because they’re worried that
el something will go wrong.

goes wrong

The good news is that most of the time, it’s pretty easy to fix
your mistakes.

52. On phones and tablets you can usually exit an app without
closing it by pressing the Home button.

] @/ If you want to close an app on the iPhone or iPad, push the
&7 Home button twice. Then use your finger to swipe the app you
e want to close off the screen.

If you have a more recent iPhone or iPad with no home button,
swipe young finger halfway up from the bottom of the screen
and then lift your finger. This will open a new window where
you can close apps.

On an Android device, tap the square next to the home button,
then swipe the app off the screen. (Sometimes this is on the
right, sometimes on the left.)

53. If you’re using a computer that uses the Windows OS, press the
Control, Alt and Delete buttons at the same time. (They may
not be in exactly the same spots on your keyboard.)

Control + Alt + Delete

54. That will bring up this Task Manager window. Click on the
program that you want to close and press End task.

55. If you’re using a Mac, press Command, Option and Escape
instead.
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If you have a problem that keeps happening, you can contact
the support service for your device.

Here are the web addresses for the most common kinds of
devices.

Before we finish, let’s review some of the new terms we’ve
learned in this session.

An app is something on a mobile device, like a phone or a
tablet, that lets you do a particular job. Some examples of apps
are games, email programs, or apps that let you watch YouTube
or Netflix.

A browser is the app or program that lets your device visit
web pages. Examples of browsers include Chrome, Firefox and
Safari.

A data plan brings internet signals using cell phone signals.

WiFi sends internet signals to your computer without any kind
of wires or cables by using a wireless router that’s connected to
cable internet.

A PIN is a code that you need to enter to use your device.

Downloading something means copying it from a website or
email to your computer.

Malware means programs like viruses that do something to
your computer that you don’t want.

A phishing scam is one where somebody tries to get you to
give up some personal information, often about your bank
accounts.

We’re almost done this workshop, so let’s stop for a second to
see if anybody has any questions about what we’ve covered so
far.

If you'd rather not ask your question now, | will be here for a
little bit after the workshop, so feel free to come ask me.
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61. Make sure to take home the Practice Sheet for this workshop.
Use the video link on it to review what we covered today.

Digital

i
Smarts

62. We've covered a lot in this workshop. Now we’d like to hear
from you about what you learned, what you still questions
about, and your suggestions for how to make the workshop
better.
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