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ABSTRACT
We investigate whether an online interactive comic is ef-
fective as a teaching medium to communicate to end-users
about password guessing attacks and password security. Users’
insecure password decisions make them susceptible to such
attacks. Our qualitative analysis reveals that users have
misconceptions about what constitutes “good” passwords,
largely because they employ a Target mental model of pass-
word guessing attacks. We present our educational proto-
type and evaluate its effectiveness at correcting misconcep-
tions about passwords. We conducted an eye-tracking exper-
iment to evaluate how users learn and interact with such ma-
terial. Our results suggest that the combination of text and
graphical devices encourage learnability and engagement of
security topics. Lastly, we present the learning outcomes
of the comic prototype based on comparisons of the initial
interviews with follow-up interviews. Our evaluation shows
promising results indicating that this method helps to en-
hance understanding and even change user behaviour.

1. INTRODUCTION
When users create “weak” passwords, they are vulnerable

to online password guessing attacks. While many websites
offer password advice, these often do not include reason-
ing behind why users should follow the advice. We argue
that without a reasonable understanding of the risks, users
are unprepared to make robust password decisions. In this
paper, we present a two-part study of our interactive educa-
tional comic prototype. Our first contribution is an analysis
of users’ mental models of passwords and password guess-
ing attacks. We follow the footsteps of prior work in users’
security mental models [7, 5], with a special emphasis on
passwords. Our results show that users’ perception of pass-
word guessing attacks is based on a Target Model, leading
to a number of implications for password creation, account
prioritization, and context of use. Our second contribution
is an eye-tracking evaluation of our comic as a tool to teach
users about security risks. Lastly, our post-interview re-
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sults show that our visualization enhances understanding
and even changes user behaviour.

2. BACKGROUND
Our prototype focuses on teaching users about three types

of online attacks: brute-force, dictionary, and targeted at-
tacks. Exhaustive brute-force attacks involve guessing ev-
ery possible password in a theoretical password space. All
passwords can eventually be cracked by brute-force, but the
size of the search space, time, and processing power makes
it unfeasible to crack strong passwords. In dictionary at-
tacks, attackers use pre-compiled or computerized lists of
high probability candidate passwords to guess the target
password, including slang, and common character substi-
tutions. Targeted attacks are based on the high probabil-
ity that passwords are composed from personal information
which attackers harvest about specific users.

In our earlier work [2], we explored visual strategies to
teach users about password guessing attacks and built pro-
totypes to test their effectiveness. This approach is inspired
by integrated visual-verbal strategies established in educa-
tion literature [4], and prior work looking at visual strate-
gies to convey security information [3, 6]. We designed three
infographics [1] to evaluate metaphors for risk communica-
tion, and found found that “users as targets” and “password
as locks” are promising concepts that can help users under-
stand how attacks work.

3. INTERACTIVE COMIC PROTOTYPE
To give users a richer learning experience, we designed a

14-page interactive comic [1] with original characters, nar-
rative, humour, and interactivity. To the best of our knowl-
edge, the only exploration of comics in computer security
education is Security Cartoon [6] that uses a series of comic
strips to improve users’ understanding of various risks. Our
prototype takes a more comprehensive approach. It teaches
users about the threat of password guessing attacks, how the
attacks work, and offers practical coping strategies. In our
earlier study, participants thought the comic was appealing
and engaging. Users especially welcomed advice on creating
passwords from a pass-phrase, and results showed positive
learning outcomes one week later.

4. THE “TARGET” MENTAL MODEL
Our first contribution is an analysis of users’ mental mod-

els of passwords and password guessing attacks. In computer
security, users rely on mental models [7] to help them make



Figure 1: Eye-tracking for one page of the comic.

security decisions. Our analysis of the pre-interviews and
questionnaires uncovered the presence of a Target mental
model. The model limits users’ understanding of“good pass-
words” that could result in misconceptions about password
strength. Users feel that attackers target specific users and
that they are not usually likely targets. This mindset leads
to a number of implications for password creation, account
prioritization, and context of use. Particularity, users pass-
word strength varies greatly between high-value and low-
value accounts. Users are more likely to create stronger
passwords for accounts that they consider important, be-
cause these accounts are perceived to be bigger targets for
hackers. Top priority accounts include online banking and
primary email accounts. Most users said they would not be
motivated to create strong passwords for websites that do
not request personal information, or for accounts that are
accessed occasionally. Participants perceive these accounts
as unattractive targets for hackers because they contain very
little assets. Users’ definition of “good” passwords has little
consideration for using dictionary words. Understanding of
password strength is restricted to character length and com-
plexity, and whether or not it would be easy for humans to
guess. Only directly related personal information such as
birthdays and phone numbers are perceived to be “bad” to
use as passwords. Participants considered outdated infor-
mation, like old addresses, to be personal secrets that are
not available to the public and therefore safe to use as pass-
words.

5. EYE-TRACKING STUDY
The second contribution our paper is an eye-tracking eval-

uation of the interactive comic as a tool to teach users about
security risks. We choose online interactive comic media
to communicate security topics to end-users because it has
greater potential to reach non-technical users than tradi-
tional educational efforts. Comics have the ability to demon-
strate complex topics progressively, through the use of nar-
rative and characters. The reading format is lightweight,
easy to consume, and does not appear intimidating to read.

The media offers an enormous breadth of control to cre-
ate customized content, through a full range of visual sym-
bols and text-graphic pairings to aid comprehension, as well
as rhetorical devices like humour to enhance persuasion.
Our experiment evaluates how users learn and interact with
comic media. The results suggest that the combination of
text and graphical devices encourage learnability and en-
gagement of security topics. The data we collected showed
that users often refer to accompanying graphics to help them
understand textual information. When interactivity was in-
corporated, users spent more time “seeking” new informa-
tion.

6. LEARNING OUTCOMES
The learning outcomes of the comic prototype is based on

comparisons of the initial interviews with follow-up inter-
views, set one week apart. Participants self assessed their
own password strength after viewing the interactive comic.
One-week later, participants who were initially using weak
passwords changed their passwords at home, and created
new passwords using the pass-phrase strategy learnt from
the comic. Participants whose password self-assessment were
strong or moderately strong did not change their passwords.
To assess information retention, we asked participants to re-
call and describe how password guessing attacks work. All
participants were able to identify and describe brute-force,
dictionary, and targeted attacks.

7. CONCLUSION
We found that prior to interacting with our visualization,

users’ ability and motivation to create strong passwords was
limited by the presence of a “Target” model mindset. Partic-
ipants who viewed our comic prototype were able to success-
fully describe brute-force, dictionary, and targeted attacks
one week later, and adopt practical coping strategies like
pass-phrase. Our eye-tracking results suggest that the com-
bination of text and graphical devices encourage learnability
and engagement of security topics. In future work, we are
adopting the visualization strategies to teach users about
other computer security topics like antivirus software.
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