
e investigate whether online 
interactive comics are effective as a 
teaching medium to communicate to 
end-users about computer security 
risks. Interactive comics have greater 
potential to reach non-technical users 
than traditional educational efforts. 

Our first interactive comic teaches 
users about password guessing attacks 
and password security, and the second 
comic helps to correct misconceptions 
about antivirus software. 

“Test your knowledge” section at 
the end of the comics enables users 
to apply acquired knowledge in a 
mini game.

Original characters, narrative, and artwork 
could help users to develop an understanding 
of complex security topics. 

Rhetorical devices like humour 
could help to enhance persuasion, 
and to make the learning experience 
entertaining. 

Interactive components of our 
comics help to enhance engagement 
and encourage exploration on screen. 
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We conducted an eyetracking 
experiment with 13 participants 
to evaluate how users learn and 
interact with comic media. 

Our results suggest that the 
combination of text and graphical 
devices encourage learnability 
and increase engagement with 
security topics. 

80% of participants with weak 
passwords changed their pass-
words at home using the pass-
phrase strategy one week later. 

We conducted a user study 
with 16 participants using semi-
structured interviews to identify 
 users’ mental models of antivirus
 software and malware

Users’ limited understanding of 
malware, how antivirus software 
works, and other misconceptions 
could have an impact on their ability 
to properly manage their antivirus, 
for example with running updates.

33 % of participants updated their antivirus software within one week 
after viewing the comic, and 88 % were able to describe why updates 
are required to maintain a healthy antivirus. 
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Our comic prototypes are available at 
http://www.versipass.com/edusec/

Our preliminary user studies [1] 
with 76 participants have shown 
that home users perceive visual 
learning to be more effective, 
persuasive, and memorable than 
learning from plain text. 

Additionally, the use of metaphor 
can help users understand complex 
security concepts. 
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IT’S ALIVE!

HELP! I’m next!

Day 0

Meanwhile, a new 
virus is born...

It is called a “zero-day 
virus”, because it is 
unknow to Antivirus.

Wahahahahaha
This is my greatest creation 

EVER!!!

Come out my baby

My user opened 
an infected email 

attachment

Someone alert
Antivirus!

Now go do some damage
before Antivirus catches on
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Password

Strong

My Sister
Peggy’s 29 
years old

Try making up
your own rules on how 
to make your password 
from your passphrase. 

Be creative!

Have you thought 
about using  a 
passphrase?

You can create a 
memorable phrase. 

In this example, we took the 
first letters of each word and added 

capitalization and punctuation to 
make a strong password.

HEY!

Here’s a 
few more 
examples!

The best part is that they 
are easy to remember.

A passphrase meets all 
the password complexity 
requirements .

?
a - z

a - z
A - Z
0-9

#%&^@...

= 26
= 26
= 10
= 33

95 possibilitiesEach character =

95 95 95 95 95 95 95X X X X X X

26 possible guesses ? ? ? ? ? ? ?

? ?
a - z a - z

26x26= 676 possible guesses
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Brute force attacks
are also known as

exhaustive search attacks

For example, a one character pass- 
word in lowercase has 26 letters.

The number of possible 
combinations, and 
therefore the required 
time grows rapidly 
as the length and 
complexity of the 
password increases. 

-- so hackers only 
use this technique 
to crack weak 
passwords.

because they involve 
guessing every possible 
character combination 

as a password.

Brute-force attacks
are also known as

exhaustive search attacks

This can get 
quite complex 

as the types of 
characters you use 
and the length of 
your password 

increases.

The number of possible guesses 
increases each time a character 
is added.

Strong passwords simply take too 
long to guess --

Rollover each password to see how long it takes to crack.
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WANTED MALWARE

--against v iruses, worms, 
trojan horses, spyware, and 

other types of malware. 

Hmm, those 
computers Hack infected, 

they probably doesn’t have an 
up-to-date ant iv irus.

Antivirus prevents, detects and 
removes malicious software.

When antivirus is out-of-date, it 
does little to protect computers --

*Cough*
*Cough*

Hi,my 
name is  

Ant iv irus

TROJAN HORSEVIRUS WORM SPYWARE UNKNOWN

CRIMINAL PROFILE:  VIRUS 
A computer virus is a type of malware that propagates 
by inserting a copy of itself into and becoming part of 
another program. 

Viruses spread when the software or document they 
are attached to is transferred from one computer to 
another using the network, a disk, file sharing, or 
infected e-mail attachments.
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