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Communicating Safely Online: Tip Sheet for Parents and
Trusted Adults

Most of the time, young people use digital tools like smartphones and platforms or games and social networks to
communicate with friends and family. Teens may also use online spaces to find support, community and mentorship. All
of these are healthy ways to use technology, but it's important for them to know that some online relationships are
unhealthy.

a. Types of Unhealthy Online Relationships

Online exploitation is when someone uses digital media to find teens and get them involved in romantic or sexual
relationships. They do this by targeting girls or boys who are vulnerable in some way: because they don’t have many
close relationships with friends or family, because they are struggling with mental health challenges or have an
intellectual disability, because they haven’t learned about healthy relationships and healthy sexuality or because they
don’t feel they can talk to parents or trusted adults about relationships and sexuality.

When predators find a target they shower them with attention, sympathy, affection and kindness to persuade them that
they love and understand them. This is usually followed by “grooming” tactics to lead them into a sexual relationship:

o flattering them, especially about how they look

. asking about times and places where they could meet or could communicate online in private
. introducing sex or sexual topics into the conversation

. sharing or offering to share sexual images, either pornography or pictures of the sender

. asking them not to tell their parents or friends about a conversation or about the relationship

Abuse: Since teens’ social lives happen as much online as offline, it's not surprising that relationship violence happens
online too. One in four teens who are currently dating say that their partners have stalked them, threatened them,
impersonated them on social networks, sent them abusive messages, pressured them for sex or for sexual photos, or
embarrassed them publicly using digital media. These actions are mostly kept between the perpetrator and the target,
but in some cases — such as when the perpetrator spreads rumours about the target or shares embarrassing material —
perpetrators may use an audience to make things worse.

b. Facts About Unhealthy Online Relationships

Not all abusive relationships are physically violent. Scenarios like scaring someone, making them feel bad all the time,
cutting them off from their friends and family, humiliating them by exposing private or sexual material, or keeping tabs
on them all the time are all types of abuse.
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Just over half of girls report being victims of abuse online, with 42 percent of boys reporting the same. Many teens —
twenty-nine percent of girls and a quarter of boys — are both victims and abusers in abusive relationships.

Abusive online relationships are usually just part of an offline relationship, but because lots of teens are connected to
their online social worlds 24/7, this can make it easier for abusers to keep tabs on a victim and make the victim feel like
there’s no way for them to get away.

While some adults do use digital media to seek out sexual relationships with young people, this is actually relatively rare:
teens are much more likely to experience relationship abuse from partners the same age. Contrary to the widespread
belief that online predators “trick” kids, research shows they rarely lie about their age or their motives. As well, a majority
of predators are people that the victim already knows offline who uses digital tools as a private space to groom the
victim.

c. How to Talk to Your Kids About Healthy Relationships

Reassure your children that they don't have to go through anything alone. Talk to them about possible online issues
early, before anything goes wrong, and keep talking as they get older, so that they know they can come to you when
they have a problem and that you won't "freak out."

Ask young people if they know how to prevent people they don’t know from contacting them in games, social networks
and other online spaces, and how to limit who can see things they post online. If they don’t, suggest learning how
together.

Teach children to recognize the warning signs of an unhealthy relationship such as when one partner tries to control,
isolate or humiliate the other.

Warn young people that there are people online who target adolescents to engage in sexual conversations. Make sure
they understand that this is not limited to people they have met online: people they know offline may try to use digital
platforms as a private space for grooming them.

Talk to them about why adults having sex or forming romantic relationships with underage adolescents is wrong. Make
sure they understand that online predators are often not “strangers,” but people they already know who will use digital
tools to communicate privately with them.

Talk to your kids about healthy relationships and the importance of not feeling pressured into doing things they don’t
want to do — such as taking explicit pictures of themselves. There are numerous other ways of showing someone how
much you care, which don’t imply pressuring one’s partner to engage in risky behaviours. It's also important to tell young
people to talk to a trusted adult if they are being pressured or sexually harassed by anyone.

Teens get a lot of their ideas about what relationships are supposed to be like from media. As kids start to get interested
in relationships make sure you're aware of what they're watching, playing and listening to and be ready to talk about
ways that they depict romantic relationships: TV shows, movies, music, video games and advertising can all reflect
unhealthy attitudes like possessiveness, conflict and even violence as being normal. Kids who see either physically or
psychologically abusive relationships in media are more likely to be psychologically abusive towards their partners.

Provide kids with safe and reliable sources of information about healthy sexuality, such as Sexandu.ca or CBC’s About
Sex.
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https://www.sexandu.ca/
https://gem.cbc.ca/season/about-sex/season-1/e4b809ed-4e24-43b6-9f7f-cffc94583db9
https://gem.cbc.ca/season/about-sex/season-1/e4b809ed-4e24-43b6-9f7f-cffc94583db9

Talk to your kids about media portrayals of relationships and about gender stereotypes. Deconstructing and confronting
gender roles can help youth to resist pressure from their partners and peers to do things like sending sexual photos to
their partner or sharing them with their friends.

Help young people who have been victims of online sexual exploitation get counselling about their experience. Boost
Child and Youth Advocacy Centre’s Internet Child Exploitation Counselling Program provides funding and referrals for
youth victims of online sexual exploitation.

If a young person shared a sexual photo or video, consult the tip sheet Help! Someone Shared an Image of Me Without
My Consent.

d. What to Do If Your Child is in an Unhealthy Relationship

Be open with your child that you’re concerned about the relationship. Take their concerns and worries seriously. Make
sure your child knows you’re on their side, and don’t suggest that they stop using their phone or social media — your
child will likely see this as a threat.

If you think your child is the victim of an abusive relationship, be clear that you think the relationship is unhealthy but
don’t try to push them into leaving it. Instead, try to break your child’s isolation by encouraging him or her to spend more
time with family and friends. You can also talk to your child’s friends to see if they have similar concerns.

If you think your child might be abusive towards their partner, be clear that you think their behaviour is wrong and
unhealthy. Talk to them about the characteristics of a healthy relationship and ask why they think it's appropriate to
harass, embarrass, isolate or control their partner: make sure they know that these behaviours are never okay. Teach
kids healthy emotional habits: encourage them never to post or reply to something in anger, but "walk away" from the
situation and wait until they've cooled down. Talk to them about things like gender roles that might make them feel
pressured to behave in abusive ways (girls may feel pressured to act out of jealousy, for instance, while boys report
being pressured by friends to share sexual photos sent by their partners as a proof of their masculinity.) In some cases,
you may want to seek professional help for your child in dealing with his or her abusive behaviour.

Keep in mind that a significant number of youth are both victims and abusers in unhealthy relationships. Make sure your
children know that this doesn’t make either partner’'s behaviour okay.

If your child is reluctant to talk to you about their relationship, make sure they know about anonymous tip lines like Kids
Help Phone (1-800-668-6868; website http://www.kidshelpphone.ca/) that they can turn to for support.
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https://boostforkids.org/for-families/intervention-programs/internet-child-exploitation/
https://mediasmarts.ca/teacher-resources/help-someone-shared-photo-me-without-my-consent-%E2%80%93-tip-sheet
https://mediasmarts.ca/teacher-resources/help-someone-shared-photo-me-without-my-consent-%E2%80%93-tip-sheet
http://www.kidshelpphone.ca/

