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Behaving Ethically Online: Ethics and Values

This lesson is part of USE, UNDERSTAND & ENGAGE: A Digital Media Literacy Framework for
Canadian Schools: http://mediasmarts.ca/teacher-resources/digital-literacy-framework.
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LEVEL: Grades 7 to 8
DURATION: 1-1 /2 hours

Overview

In this lesson, students consider
how we come to hold values and
how they affect our behaviour,
especially online. They begin by
comparing their assumptions
about how common positive

and negative online behaviours
are with accurate statistics, and
then consider how believing that
something is more or less common
than it really is can affect whether
or not we think it's acceptable.
The teacher then uses a fable to
introduce students to the ways
that values can be communicated
both overtly and implicitly and
students discuss the ways in
which their values have been
communicated to them. They
then turn specifically to the online
context and consider what values
they have learned about online
behaviour and how they learned
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them. Students then consider scenarios where different values may be
in conflict and consider ways of resolving them, then develop their own
moral dilemma scenarios.

Learning Outcomes

Key concepts/big ideas: Students will understand...
Media have social and political implications:

* media (including entertainment media and online communities)
convey ideological messages about values, power, and authority,
meaning all media communicate values

Interactions through digital media have real impact:

» conflicting values (e.g., loyalty vs. fairness) are common in moral
dilemmas, and resolution requires prioritizing one value or finding a
compromise between the competing principles

Frequent misconceptions to correct: mean and cruel behaviour is common
online; witnesses usually ignore mean and cruel behaviour when they see
it; many young people send “sexts”; digital interactions are less “real” and
carry fewer consequences than offline interactions; there is always a clear
right and wrong side in cases of online conflict.


http://mediasmarts.ca/teacher-resources/digital-literacy-framework
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Framework topics: Students will know...
Community engagement:

* different ways that our values are shaped
Ethics and empathy:

* ways of identifying moral dilemmas and resolving conflicts between
values

Key vocabulary: Values, moral dilemmas
Core competencies. Students will be able to...
Understand:

* |dentify ways that digital media can lead to conflict between values

e Use a structure method to analyze and resolve online conflict
Engage:

* |dentify when two values are in conflict

*  Explore reasons why one value might be considered more important
than another

*  Explore ways of finding compromises between values in conflict

Student-facing outcomes: We will learn about how our values are shaped
by our family, friends, and the media we see. We will think about how all
media teach us about values and power, and that things we do online can
have a real impact on others. We will practice ways to figure out which
values are fighting in a problem and how to solve that conflict, helping us
to analyze and resolve ethical challenges online.

Preparation and Materials

Prepare to screen the NFB film The Magic of Anansi (https:./www.nfb.ca

film/magic_of anansi) or read a similar fable with the class. (The video

is also available through the free NFB app for mobile devices if you want
students to view it outside of class.)


https://www.nfb.ca/film/magic_of_anansi
https://www.nfb.ca/film/magic_of_anansi
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Prepare to distribute the following handouts:

*  Online Values Scenarios
e Decision Diamond
e Digital Dilemmmas

If you are doing the extension activity, prepare to distribute the handout
Online Meanness Survey.

Review the teacher backgrounder The Golden Mile.

You may wish to review MediaSmarts’ online articles on cyberbullying.

Procedure

NORMS AND VALUES

Start by asking the class to write down the percentage of students that
they think:

* are mean to others online

*  help other people online

« forward sexts

e support an activist group online

¢ do volunteer work

Write each behaviour on the board and a few of the students’ guesses for
each. Then give accurate stats for each:

*  Mean to others online: Just 17 per cent, or one in six, Canadians in
grades 4-11 say they have been mean to someone online. (Young
Canadians in a Wireless World, Phase IV: Online Meanness and
Cruelty.)

* Help others online: 64 per cent, or almost two-thirds, of Canadians
in grades 4-11 who have seen mean or cruel behaviour online did
something to help the target. (Young Canadians in a Wireless World,
Phase IV: Online Meanness and Cruelty.)

*  Forward sexts (nude of sexy photos or videos) without consent: Just
5 percent, or one in 20, Canadian students in grades 7-11 said they
had forwarded a sext someone sent them to another person (Young
Canadians in a Wireless World, Phase IV: Relationships and technology:
Sexting.)
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*  Support an activist group online: More than half (54 per cent) of
Canadian students in grades 4-11 have posted content online about a
cause or event they care about, and more than a third (35 percent)
have joined or support an activist group such as Greenpeace,
Students Against Bullying or Free the Children online. (Young
Canadians in a Wireless World, Phase IV: Digital Media Literacy and
Digital Citizenship)

*  Volunteer work: Half of Canadians ages 15-24 volunteer with schools,
religious organizations, sports and community associations (Statistics
Canada)

Now ask students which of these were more common than they thought,
and which were less common. Ask them how that might change what
they think or believe about how common things like cyberbullying are,
then have them do a sixty-second timed writing with the prompt / used to
think... And know | think...

LESSONS AND VALUES

Write the term “values” on the board and ask students to define it. There
can be multiple definitions, but “what you think is important” and “a guide
for knowing right from wrong” should be among them.

Explain to students that some of our values may have been directly taught
and we may have unconsciously absorbed others by watching the world
around us. Have students watch the video The Magic of Anansi (https://
www.nfb.ca/film/magic_of_anansi) or read a similar fable. (The video is

also available through the free NFB app for mobile devices.) Ask students:

What is the fable’s lesson? What values is it openly trying to teach? (It's
more important to be kind than to be respected; people who are mean or
cruel don’t deserve respect.)

What values does the fable communicate and which of the characters’
traits and actions are rewarded and punished? (In The Magic of Anansi, the
tiger and snake show that it’s bad to be vain or arrogant; Anansi shows
that it's good to be clever and that we shouldn’t judge by appearances.)

Now ask students where values come from. Under the heading “values”
that you wrote earlier, make a list which includes:

o family

* friends and peers


https://www.nfb.ca/film/magic_of_anansi
https://www.nfb.ca/film/magic_of_anansi
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e religion

*  media (you may wish to specify different media forms - books, TV,
games, etc.)

(Note: students are often skeptical of the idea that media, especially
entertainment media, have “real” meaning. You may wish to show them
the MediaSmarts video Media Literacy 101: Media Have Social and Political

Implications to help them understand how all media communicate values.)

VALUES IN CONFLICT

Now ask students to think about the values they've learned about the
online world. What things have they learned are right or wrong online?
Which online behaviours do they think will be rewarded and which will be
punished? Are there things they’ve been told are wrong that they don’t
think people get punished for? (For example, an online game might have
rules against trash-talking other players but never enforce them.)

Ask students how many of them have rules at home about online issues
such as buying things online, treating people with respect and not going
to particular sites. How many have talked about these issues with their
parents? What messages have they gotten about these issues from peers
or media? Do some of those differ from the messages they've gotten from
their parents?

Point out that we may get conflicting values from different groups we're
part of - different messages from family, peers, media, etc. - and that this
can sometimes make us confused and cause conflict.

Sometimes, we may feel like two values that we believe in are in
conflict. When that happens, sometimes we identify one value as
being more important in that situation, and make a choice that is
“wrong” according to the other value: for instance, we usually feel

that stealing is wrong, but we might think it’s justifiable for a parent

to steal food if their children are starving because the value Parents
should look after their kids is more important than the value Stealing is
wrong.

Other times, we try to find to compromise or find common ground
between two values. For instance, the value that Everyone should
have open access to information is in conflict with the value that Kids
shouldn’t have to see content that they're not ready for, so libraries


http://www.youtube.com/watch?v=YZi6s22yktw&index=10&list=UU_jQ4vYf-WPf4_5eSdGABWQ
http://www.youtube.com/watch?v=YZi6s22yktw&index=10&list=UU_jQ4vYf-WPf4_5eSdGABWQ
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put things they're sure won't upset kids and teens in separate sections
and leave it up to the kids (and their parents) when to start looking in
the other sections.

Next, ask students if they are familiar with “the Golden Rule” (to treat
other people as you would like to be treated) and whether they agree that
this is a good value to follow. Next, ask if they have heard the expression
“Before you think you know somebody, walk a mile in their shoes” (see
things from their point of view) and whether they agree that this is a good
rule to follow.

Now read students the following scenario (also printed in the teacher
backgrounder The Golden Mile):

Leo and Clara are partners on a class project where they’re making a
short video, using an online video editing platform to collaborate. Leo
really cares about getting everything he does just right, whike Clara
sees the project just as a way to earn a good enough grade.

After Clara finishes her segment she uploads it to the shared platform,
figuring she will fix any little problems in it if she has time before

it’'s due - she has a big gymnastics meet coming up and needs to
practice. When Leo sees her segment he sees a bunch of problems
like some incorrect citations, background graphics that are off-centre
and some hiss in the background. He decides to fix these for Clara to
make sure that they won’t be in the final version. When Clara comes
back to it she sees the changes. She feels upset and says that Leo
shouldn’t have changed her part of the video without asking. Leo
insists he did the right thing by making the video as good as possible,
and that he would want Clara to do the same thing if she found
mistakes in his segment.

Tell students that you are going to do a “think-aloud” - you're going to say
aloud what you are thinking as you analyze this scenario. (You can use the
model think-aloud in backgrounder The Golden Mile if you like.)

Now, distribute the handout Online Values Scenarios and read Scenario 1,
“Liam and Chloe.” Go through the questions with the class:

«  What values are in conflict here? Liam’s loyalty to his friends and his
belief that bullying is wrong. Encourage students to phrase it in the
first-person “I” voice, such as “I feel like | should call Chloe out, but |
feel like that would be betraying a friend.”
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*  What reasons might we think one of the values was more important
than another?

«  How can we either choose the more important value or find a
compromise between the two values? Students will likely feel that the
right thing for Liam to do would be to call Chloe out, but that he is
more likely to value her friendship instead. Ask them if they can think
of any ways that he could try to live up to both values—for instance
by talking to her privately or by supporting Maya without criticizing
Chloe.

Now have students form pairs and assign each pair one of the remaining
scenarios. (Some scenarios will be assigned to more than one group.)
Each scenario presents two points of view in an online conflict. Make sure
each pair also receives a copy of the Decision Diamond handout and go
through the instructions for using it.

Have students share their analysis, and highlight cases where different
groups that analyzed the same scenario came to different conclusions.

After each group has shared their analysis, ask them to think about how a
third person might think about each dilemma: What would they say to the
person or people in the scenario if they could?

ASSESSMENT/EVALUATION

Explain to students that the scenarios are examples of moral dilemmas—
situations that have no easy answer because two values we think are
important are in conflict. Have students (alone or in pairs) come up

with a scenario where someone faces a moral dilemma involving digital
technology and then perform the same analysis they did with the sample
scenarios. If you choose, you can give students the option of delivering
their scenario through another media form (such as a comic, skit or video)
rather than in writing.

Extension: Have students conduct a survey of cyberbullying rates at

their school using the handout Online Meanness Survey and then create
posters or skits to publicize the results. Make sure that they emphasize the
positive over the negative findings - for instance, if the survey finds that
25 percent of students have been mean to someone online that means
that 75 percent haven’t been.
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CONSOLIDATION

Two days after the lesson, read students the following scenario:

Carla is often mean to other people online but is very good at making
sure it’s never bad enough to get her in real trouble. Joel has been one
of her most frequent targets. He tells his friend Max that he’s made

a deeply embarrassing deepfake of her and is going to share it with
everyone.

Now ask: What values are in conflict here? What might Max think one was
more important than the other? How could he either choose the more
important value or find a compromise between the two values?

One week after the lesson, have students write a short reflection about a
time when they had to decide between two competing values. What were
the values? How did they decide?

This activity can be done as “bell ringer” at the beginning of class or an
“exit ticket” at the end.
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SCENARIO 1: LIAM AND CHLOE

Scenario: Liam is a founding member of a group

chat at school known for promoting anti-bullying

and inclusion. Being one of the chat’s organizers has
helped Liam make lots of friends and also let him help
his friends, which is very important to him. Recently
another one of the chat’s founders, Chloe, has been
posting aggressive and sarcastic memes that make
fun of another student, Maya. These posts are against
the club’s rules and are making other members
uncomfortable, but Chloe is one of Liam’s best friends
and he’s worried she’ll think he’s betraying her if he
calls her out.

What values are in conflict here?

©MEDIASMARTS 2026 www.mediasmarts.ca

Why might Liam think one of those was more
important than the other? Think of at least two
possible arguments for why each value is more
important.

How can we either choose the more important value or
find @ compromise between the two values?
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SCENARIO 2: JACOB AND MATEO

Jacob and Mateo are close friends, and Mateo relies
on Jacob’s emotional support, especially because
there are a lot of things Mateo feels he can’t talk to
his parents about. Last night, Mateo sent Jacob a
message confessing that he had been secretly sharing
embarrassing photos of another student after they
had a fight. Mateo made Jacob swear that he would
keep the secret, saying he trusted Jacob not to

“blow up his life” and promised to delete the photos
eventually.

What values are in conflict here?
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Why might Jacob think one of those was more
important than the other? Think of at least two
possible arguments for why each value is more
important.

How can we either choose the more important value or
find @ compromise between the two values?
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Online Values Scenarios

SCENARIO 3: ALEX AND HIS MOM Why might Alex and his Mom think one of those was

) ap—y
Alex writes a message in the game chat to his friend more important than the other? Think of at least

Pascal about their plans to spend the weekend playing two possible arguments for why each value is more

their favourite game. Pascal’s reply pops up while his important
mother is walking by and she says she’s not sure Alex
should play with Pascal that weekend—she feels he’s
spending too much time playing games already, and
she doesn’t think the game he plays with Pascal is
appropriate. Alex says that his Mom shouldn’t have

read the message since it wasn’t meant for her.

What values are in conflict here?

How can we either choose the more important value or
find @ compromise between the two values?
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SCENARIO 4: KHALIL AND JULIE

Khalil asks his friend Julie to make a video for his
band’s song. By the time she’s finished making the
video, Khalil’'s band has decided they don’t like that
song and have stopped playing it. Khalil tells Julie not
to post the video online. Julie says that she should still
be able to post the video because she made it.

What values are in conflict here?
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Why might Khalil or Julie think one of those was
more important than the other? Think of at least
two possible arguments for why each value is more
important.

How can we either choose the more important value or
find @ compromise between the two values?
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SCENARIO 5: SOPHIA AND “GHOST”

Sophia is a volunteer moderator for the school’s
anonymous digital mental health forum, a safe space
where students can share struggles without fear of
judgment. The forum rules are absolute: all posts are
confidential to encourage honest sharing. Late one
night, Sophia sees a post from a user named “Ghost”

that says ““If | fail, everyone fails” and describes a plan
to vandalize the school’s central computer system this

Friday, erasing all final project grades.

What values are in conflict here?
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Why might Sophia think one of those was more
important than the other? Think of at least two
possible arguments for why each value is more
important.

How can we either choose the more important value or
find @ compromise between the two values?
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SCENARIO 6: KAl AND ETHAN Why might Kai think one of those was more important
Last year Kai's friend Ali was repeatedly targeted by than the other? Think of at jeast two possible
fake “tea” accounts spreading fake rumors about him, arguments for why each value js more important
which made him feel vulnerable and embarrassed. He
recently discovered that the ringleader behind the
attacks was Ethan, who used to be Kai’s best friend.
Yesterday, Kai remembered a shared chat on his old
Messenger Kids account where Ethan said some things
that would embarrass him if they shared more widely.
Now he’s thinking about whether or not to share those
with everyone so that Ethan will know how Ali felt when

he was targeted.

What values are in conflict here?

How can we either choose the more important value or
find a compromise between the two values?
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Decision Diamond
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Have identified the values that are in conflict in your scenario? Write one on the left corner of the diamond and the other on
the right corner. Fill each half of the diamond with reasons why that value is more important. Write an argument for why one
value is more important than the other at the top of the diamond. Finally, write a compromise between the two values at the
bottom of the diamond.

©MEDIASMARTS 2026 www.mediasmarts.ca



STUDENT HANDOUT

BEHAVING ETHICALLY ONLINE: ETHICS

AND VALUES

Digital Dilemmas

S .
Media
Smarts

© © 0 0 0 0000000 00000000 0000000000000 00000000 000000000000 0000000000000 0000000000000 0000 o

For this assignment, you will create an imaginary scenario that presents a genuine moral

dilemma.

This means that someone has to choose between two
competing values, where choosing one right action
means sacrificing another important value. Your
scenario should involve digital media or technology in
some way.

FOLLOW THESE STEPS:

1. Define the Digital Conflict: Your scenario should
involve an online interaction (e.g., social media
drama, gaming conflict, shared private content,
online rumor mill) where the consequences of the
character’s choice matters.

2. Set the Stakes: Clearly identify the main character
facing the dilemma (the witness or perpetrator).
Explain the conflict and the immediate pressure
or “hot context” that makes a rational response
difficult,

3. Draft the Scenario: Present the scenario as a
story (a few paragraphs) or a short sequence of
dialogue/text messages that sets up the point of
conflict.

Self-Check Questions:

* Is the character forced to choose between two
good things (or avoid two bad outcomes)? If the
answer is easy, it is a rule, not a true dilemma.

* Does the scenario deal with big ideas like justice,
loyalty, privacy, or fairness?

©MEDIASMARTS 2026 www.mediasmarts.ca

Once your scenario is complete, do an analysis using
the methods learned in class. Your analysis must
demonstrate why this dilemma is difficult and how
you arrive at the best outcome.

4. Relevant Facts: List the key factual details of your
scenario.

5. Competing Principles: Clearly name the two core
moral principles that are in conflict.

6. Immediate Stakes: Explain the short-term
emotional and social consequences of the
character’s choice (e.g., risking friendship, enduring
exclusion, avoiding retribution).

Finally, use the method of generating options to find
a constructive way forward. You can draw your own
Decision Diamond to help you think things through.

7. Compromise or Prioritize? Explain either why one
of the values is more important in this scenario, or
how you can find a compromise between them.

8. Resolution: Explain how the person or people in
the scenario could either resolve the conflict or
avoid it in the future.
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SCENARIO:

Leo and Clara are partners on a class project where
they’re making a short video, using an online video
editing platform to collaborate. Leo really cares about
getting everything he does just right, whike Clara sees
the project just as a way to earn a good enough grade.

After Clara finishes her segment she uploads it to

the shared platform, figuring she will fix any little
problems in it if she has time before it’s due - she

has a big gymnastics meet coming up and needs to
practice. When Leo sees her segment he sees a bunch
of problems like some incorrect citations, background
graphics that are off-centre and some hiss in the
background. He decides to fix these for Clara to make
sure that they won't be in the final version. When Clara
comes back to it she sees the changes. She feels upset
and says that Leo shouldn’t have changed her part of
the video without asking. Leo insists he did the right
thing by making the video as good as possible, and that
he would want Clara to do the same thing if she found
mistakes in his segment.

THINK-ALOUD:

I'm going to think through this scenario to identify the
values that are in conflict. Then I'll either see if | can
find a solution that either identifies which value is more
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important in this situation, or finds a way that they

can live by both values. Leo was acting based on the
“Golden Rule” - he felt he wouldn’t mind if Clara fixed
any mistakes she noticed in his segment, so he assumed
that she would feel the same way. But Clara felt that

he hadn’t “walked a mile in her shoes”: he assumed

that because the project was his highest priority it was
Clara’s too, and he also assumed that she wouldn’t mind
if he made changes without asking.

If we have to choose between these values, in this
situation | think we would choose “walk a mile” - if

how you'd like to be treated is very different from how
someone else would like to be treated, it can lead to

a lot of conflict. But is there a way these values might
not be in conflict? What if we thought of “the golden
rule” not as saying “do exactly to other people what you
would want done to you” and instead “follow the same
values when dealing with other people that you would
want them to follow when dealing with you?” In this
case, each of them thought the other hadn’t respected
the other: Leo thought Clara wasn’t taking their project
seriously enough, and Clara thought Leo wasn’t
respecting her right to control over her work. If we look
at it that way, following the “golden rule” would mean
“walking a mile”: Leo would have asked Clara if she was
done before making any changes, and offered to help
instead of doing it herself.
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1. Has anyone ever said or done something mean or cruel to you online that made you feel bad?

Yes No

If you answered Yes, how often was it a serious problem for you?
~ Often

Sometimes
~ Rarely

Never

2. Have you ever said or done something mean or cruel to someone online?

~ Yes ~__No
If you answered Yes, what did you do? (Check all that apply)
Called someone a name
Threatened to physically hurt someone
Spread rumours
Posted or shared an embarrassing photo or video of someone else
Harassed someone sexually (said or did something sexual when the person did not want you to)
Made fun of someone’s race, religion or ethnicity
Made fun of someone’s sexual orientation

Harassed someone in an online game

Other
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3. If you answered Yes, why did you do it? (Check all that apply)

I was just joking around
The person said something mean and cruel about me first
The person said something mean and cruel about my friend first
| wanted to get even with the person for another reason
My friends were doing it
| was bored
| was angry
| did not like the person
~__ Other

| don’t know

4. When someone has said something mean or cruel online to someone else, have you ever done anything to help
the person who is being picked on?

Yes No

5. Has anyone ever threatened you online (for example, said things like “I’m going to get you” or “You’re
going to get it”)?

At least once a day
At least once a week
At least once a month
At least once a year
Less than once a year

Never

6. If you answered At least once a day, At least once a week or At least once a month, did you think it was a
serious problem for you?

Often
Sometimes
Rarely

Never
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